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1
Decision/action requested

This contribution proposes a PC5 UP security policy activation mechanism for unicast mode.
2
References
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3GPP TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

As concluded in the SA3 #97 meeting, solution #16 and solution #18 of TR 33.836 are selected for the normative work. 

Solution #18 assumed that both the initiating UE and the receiving UE are provisioned with PC5 UP security policy per V2X service type, and the UP security policy including “required, preferred, not needed”.

It is reasonable that both UE will have the UP security policy if the provision mechanism is specified in SA2 and SA3. On the other hand, UP security policy handling for Uu interface can be reused at most if the UP security policy indicates “required, preferred, not needed”. Meanwhile, “required, preferred, not needed” provides three levels of security protection requirement, which is benefit for the user data flexibility protection.
Hence, the normative work based on the solution #18 is proposed. 
4
Detailed proposal

It is proposed to approve the following changes.
***
START OF THE CHANGES
***
5.3
Security for unicast mode

5.3.1
General

Editor's Note: This clause outlines the general aspect of unicast security procedures. 

This clause contains a description of the various security features that are available for unicast mode. 
5.3.2
Requirements
Editor's Note: This clause lists up the requirements that can apply for the unicast mode over NR based PC5 reference point
All PC5 unicast UP data of V2X service type shall be protected according to the PC5 UP security policies of the initiating UE and the receiving UE.
5.3.3
Procedures

Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.3.2 
5.3.3.X
PC5 UP security policy activation
As part of the provisioning process for PC5 Unicast (see clause 5.1.2.1 of TS 23.287 [2]), the UE is provisioned with the PC5 UP security policy for user plane traffic protection:

1)
PC5 UP security policy:

-
The list of V2X service types, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) that require security protection policy, which indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic of this V2X service type UP integrity protection shall apply.

-
Preferred: for all the traffic of this V2X service type UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on this V2X service type.

-
whether UP confidentiality protection is:

-
Required: for all the traffic of this V2X service type UP confidentiality protection shall apply.

-
Preferred: for all the traffic of this V2X service type UP confidentiality protection should apply.

-
Not Needed: UP confidentiality shall not apply on this V2X service type.

During the PC5 unicast link establishment procedure, after receiving the PC5 UP security policy A and eV2X service type from the initiating UE, the receiving UE shall determine the final PC5 UP security activation policy based on the PC5 UP security policy A, and the stored PC5 UP security policy B identified by the same eV2X service type. Then the receiving UE shall send the protection indication to the receiving UE, where the protection indication is the same as the protection indication specified in 3GPP TS 33.501 [6] clause 6.6.2 UP security activation.
For UP Integrity Protection:
Case 1: Any of UP security policy A and B indicates UP Integrity Protection "required": 
The receiving UE shall activate the UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established. 
Case 2: Both UP security policy A and B indicate UP Integrity Protection "preferred", or one UP security plicy indicates “Preferred” and the other indicates “not needed”:
The receiving UE may activate or deactivate the UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established based on local policy. 
Case 3: Both UP security policy A and B indicate UP Integrity Protection "Not needed":

The receiving UE shall deactivate the UP integrity protection for each user plane bearer individually of the service type when the PC5 unicast is established.
For UP Ciphering Protection, the handling is the same as the UP integrity protection activation in the receiving UE.
*** END OF THE CHANGES
***
